Lancet: A Formalization Framework for Exploit Analysis

Qinrun Dai, Kirby Linvill, Yuegi Chen, Gowtham Kaki
University of Colorado Boulder
Contact: yuegi.chen@colorado.edu

Maturity Level: Pioneering, TRL4
Phase Category: Deploy

Motivation:

« Vulnerability exploitation remains the most frequently observed initial infection
vector in 2025 1

- Exploitation takes advantage of how the victim software was originally built,
turning a small initial error into building blocks (a.k.a., primitives) for malicious
actions

+ Understanding how this repurposing works is essential to improving security

- However, exploit analysis today still relies heavily on manual effort, unable to
keep pace with the speed and sophistication of modern attacks

- Example: high-profile analyses from Google Project Zero require a team of
top reverse engineers and exploit developers dedicating weeks or months

Technical Design:
- Goal: automating exploit analysis

« Roadmap:

exploitation primitive primitive transition exploit chain

 Current achievement: successfully identifying common primitives in memory
error-based exploit
- Big-step operational semantics tracking cell/value/pointee owner. Example:
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« Formal definition of primitives based on two invariants non-corrupted
memory must satisfy: (1) each memory cell must have at most one
cell/value/pointee owner, and (2) pointee owner of pointer must align with
cell/value owner of accessed memory. Example:

i = Rr| i, <t <+ n, Cff] # fallocator

1

I m 3
P— : P E— OVIRLA
MemDwerlap € Prims{inalloc £),..)

[1] Google Cloud Security. M-Trends 2025 Report, 2025

MALLOC

H . @50 intptr_t o = malloc(@x38);
Evaluatl(_,n' @79 uwint8_t *b = (uintd_t *Imalloc(@x28);
» Testset: ~100 CTF challenges 080 uints_t *c = (uints_t *Imalloc(@xfs);
+ houses in how2heap + real- 892 b[real_b_size] = @; // off-by-one (p@)
world exploits | a;ﬂ} gj_]l - {b]!' | WP - S—
. . . 1 a = faoke_size;
* msee Flg 1 125 free(c); Ff 1llegal read (pl
- Efficiency: W b} ¥ |{ ‘alocator” ]
) 138 int *d = malloc(@x158); /7 mem overlap (pd)
L Exp | Inst# | Time (s) JFSESSSESREEES
MiniDLNA iM 4.51 148 free(b); A4 invalid free (p3)
waudlewedfalogatotiadhes  {d}
Sudo 179K 0.07 146 d[@x30/8] = target A _; /7 uaf write (p4)

. A by-product for crash triage is Fig 1: Identified Primitives in the House of Einherjar
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Further Development Plan:
 Dissect primitive transition
« Open the black box of allocator to identify primitives inside CFTL
« Extract primitive transition condition via symbolization ““
- Represent repurposed software’s own design in a Labeled
Transition System (P, C, -, po) and visualize it as a Directed
Acycdlic Graph
« Decompose exploit chain
 Trace exploitation into privileged mode and across cores
« Model chaining structure and enablement condition via
Control-Flow Temporal Logic (CFTL). Example:
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+ Large Language Model to interpret outcomes into human-readable
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